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Introduction

Technology integrators have the potential to transform businesses in terms of 

logistics, processes, and revenue as they introduce IIoT. But before companies 

even consider IIoT adoption, there are recurring hurdles that many IIoT 

integrators face.

 1.  Perceived “High” Investment Cost & Communicating ROI

 2.  Retrofitting Existing Hardware

 3.  Understanding & Implementing Cybersecurity

SL9347-c21



iot.sealevel.comThe Top Three Challenges Facing IIoT Integrators

Perceived “High” Investment & Communicating ROI

Challenge
When it comes to updating industrial infrastructure, cost is usually the first and 
biggest obstacle. These price obstacles are present in both hardware and software, 
which means multi-faceted digital operations face upgrade expenses at all stages 
of the process.

The newest technologies, at the edges of high-volume adoption, generally have 
much higher price tags. Moreover, specialization and custom work on top of 
novelty further increase expenses. 

Implementing new hardware or software rarely comes without hiccups. These issues 
may lead to downtime, reducing production and therefore revenue, or require new labor 
overhead. As well, new technology introduces a new learning curve for employees who 
may be overwhelmed at skill shifts. These employees will require training, which can seem 
daunting for HR teams.

Finally, the adage “if it ain’t broke, don’t fix it” speaks to the risk-avoidant parts of business. 
The idea that everything falls apart once someone starts meddling is pervasive. It can seem 
that as soon as investments are made into new technology, the risks of obsolescence or 
system interruption creep in.

IIoT is being used to both increase revenues and decrease costs.

The most common usage of IIoT is monitoring device health, which helps to reduce repair 
costs and downtime. And IIoT seems to have the greatest effect is where it is integrated 
with other systems, such as Enterprise Resource Planning (ERP) and Customer Relationship 
Management (CRM). Companies that combine IIoT with their ERP and CRM have been able 
to reduce costs and identify new revenue streams.

The regulatory burden is a fact for every industry, from hospitality to manufacturing. It’s 
time-consuming and expensive to fill out reports, and the cost of compliance seems to 
increase every year. However, breaching regulations could be the end of your business. 
IIoT has the potential to not only improve profitability, but also address regulations.

For example, the U.S. has an estimated 200,000 miles of pipelines carrying hazardous 
gases and liquids. A leak in that network, or a system failure after a natural disaster, could 
have catastrophic consequences for the surrounding area, so pipelines are subject to a very 
tight regulatory regime. A dedicated agency, the Pipeline and Hazardous Materials Safety 
Administration (PHMSA), generates reports based on large amounts of data gathered from 
private operators. IIoT makes it possible to gather this data and forward it electronically to 
regulatory bodies such as PHMSA. With small, low-energy sensors, it is feasible to monitor 
pressure throughout the pipeline, making it easy to identify potential leaks. 

In food and pharmaceuticals, managing cold chains is one of the biggest logistical 
challenges. If an item in transport is allowed to rise above the maximum temperature, 
even briefly, it could pose a major health hazard to the person at the receiving end. 
Cold chain integrity is monitored by the Food and Drug Administration (FDA), with cold 
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Perceived “High” Investment & Communicating ROI

chain integrity regulations relating to food codified in the Food Safety Modernization Act 
(FSMA). Breakthroughs in IIoT offer new ways of ensuring cold chain integrity at all times. 
Sensors record the temperature throughout the journey and create a paper-trail to satisfy 
regulatory requirements. What’s more, such sensors can easily broadcast information to 
people in the supply chain, such as truck drivers, alerting them to temperature changes. 
They can then act to ensure the integrity of the cargo, reducing overall costs.

These are just two examples, but they are linked by a common theme: data. Regulation 
means gathering data, compiling reports, and submitting the reports to the relevant 
regulatory authority. It’s costly and expensive, and one of the reasons regulations are 
perceived as anti-business.

The actionable data derived from proper IIoT implementation doesn’t only stand to benefit 
companies from a regulatory perspective. Having this kind of data available to enterprise 
means higher productivity, less waste, fewer accidents and, ultimately, higher profits. 
Working with companies to identify existing data gaps and expose related issues uncovers 
the potential ROI associated with IIoT adoption. More often than not, once IIoT solutions 
are in place, companies also discover more ways to capitalize on data.
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Retrofitting Existing Hardware

Companies have invested – both financially and in terms of time – to create 
established, proven systems based on existing technology. The concept of 
IIoT adoption can be daunting from not only a financial perspective but also 
from a technology standpoint.

This can be especially true in industries where technology hasn’t been rapidly 
evolving, considering the slow-down of revolutionary technology impacts 
since the 1980s. Areas with these relevant issues include energy – both renewable and oil & gas – as well 
as logistics, some transportation and manufacturing. Initially, change in these fields was incremental but, 
with the quickly evolving digital advancements in hardware and software, it has begun arriving in tidal 
waves. 

However, as expensive as new technology investments are, failing to meet demand opens the door for 
greater costs: losing to competition. When legacy technology simply cannot keep up, competitors with 
technological superiority can capture the market. Unfortunately, catching back up is not always quick, 
if feasible. The time spent lagging or “making do” is time other companies spend continuing to grow, 
increasing the distance between them and less advanced firms.

Moreover, is well-known that the cost of aging systems can exact a steep toll on reluctant or oblivious 
enterprises. These tolls are not product-based exclusively, i.e. factory floors slower to manufacture parts 
than digitized systems. They can also be human-based: inefficient labor results in high costs or highly-paid 
experts with the legacy knowledge have an upper hand in negotiations. This latter effect is pertinent to 
maintenance, an essential part of asset management and reducing costs.

Replacement, even in parts, is not the always the answer to updating systems. Systems integration, where 
new technology adapts older hardware or software to meet current expectations, is how industrial spaces 
can digitally transform while enabling companies to capitalize on existing technology and systems.

Although Industrial Internet of Things technology is advanced and an upgrade among control technologies, 
it is one of the easiest to use as a retrofit. IIoT devices come in many shapes and sizes with a myriad of 
telecommunications network capabilities. If a legacy system operates via hardwired connections, some 
IIoT devices will accommodate that. Some operations may have relatively new systems, but the concern is 
a lack of productivity compared to the newest models. In these cases, IIoT is still appropriate as it can be 
customized to support the advancements necessary through analytics, processing and monitoring.

Consider a fleet of reefer trucks owned by a cold chain distribution company. Instead of installing 
completely new telecommunications in the truck or replacing the freezers with built-in monitoring and 
controls, the company is able to install one small device with three temperature sensors to monitor the 
cooler compartments. The IIoT device can transmit data to a cloud, which the driver has access to on 
his mobile device for immediate services, instead of relying on an expensive localized computer. This 
technology investment is in the hundreds of dollars instead of the thousands with limited to no downtime 
during installation.
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Understanding & Implementing Cybersecurity

This is the rule of the data revolution: for every action to store, secure, and 
use data, there is an equal or greater reaction to steal data. It has been proven 
repeatedly — and across industries. Data has changed from forms and 
documents to bioinformatics and digital transaction histories. Protection has 
moved from file cabinets and lockboxes to virtual storage spaces on secluded 
servers with stringent encryption. Malicious parties have likewise transitioned from 
physical break-ins to ransomware, DDoS attacks, botnets and other nefarious acts.

Companies operating– or considering a move to – IIoT technology are acutely 
aware of cybersecurity’s importance The subject has introduced anxiety for 
business leadership and consumers alike, with few having full confidence about 
safe engagement in a digital, data-driven age.

In the past few years, insecure, multi-accessed software has remained a vulnerability. 
Phishing has increased substantially as people spend more of their time online. 
Mobilization has created a massive market for spyware and monitoring. Mobile devices 
have expanded public networks and wireless connections, where hackers lurk. IIoT, a 
market that continues to grow exponentially, has faced many security concerns as it sits at 
the center of software, cloud, network and physical access concerns.

“The best offense is a good defense” isn’t only applicable for military and sports – it rings 
true for cybersecurity, too. Offering IIoT solutions that are designed with these security 
measures in place and then implementing the ongoing processes for use improve a 
company’s likelihood of surviving nearly inevitable cyberattacks.

1. Secure the Network
The first step in securing the IoT network involves creating an inventory of all assets 
connected to it, from the smallest sensor to the largest machine. Access to each asset 
must also be identified, from employees to guests to vendors. This provides a complete 
picture of the network and access points from which weaknesses can be identified and 
managed. Once assets of a network have been identified, access to these assets must 
be restricted to strengthen weaknesses and fortify against attacks. A common method is 
to implement multifactor authentication. Having stages for authentication puts multiple 
blocks in the way of attackers. 

2. Security by Design for Devices
Security by design for IIoT devices means envisioning security vulnerabilities at the concept 
stage of IIoT device manufacturing. This allows for the strategic implementation of 
hardware and software solutions to combat potential threats. In 2018, The UK Department 
for Digital, Culture, Media and Sport published a “Code of Practice for Consumer IoT 
Security” to regulate security standards for consumer IoT devices and services. The code of 
practice contains the following guidelines:

 • No default passwords
 • Implement a vulnerability disclosure policy
 • Keep software updated
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 • Securely store credentials and sensitive data
 • Communicate securely
 • Minimize exposed attack surfaces
 • Ensure software integrity
 • Ensure the protection of personal data
 • Make systems resilient to outages
 • Monitor system telemetry data
 • Make it easy for consumers to delete personal data
 • Make installation and maintenance of devices easy
 • Validate input data

3. Secure the Cloud
While cloud service providers are responsible for infrastructure security, it is the 
responsibility of individual companies to ensure data protection for stored information. 
McAfee outlines best practices for securing the cloud in three phases. The first phase 
involves understanding what data is stored and the potential risks. Following phase one, 
a security plan can be created that limits how data is shared, blocks unmanaged devices, 
encrypts data and secures endpoints. Finally, phase three addresses response to security 
issues.

4. Minimize Human Error
Human error is the greatest security risk to IIoT, often due to oversight or a lack of 
knowledge. The shift to remote working due to COVID-19 has left many companies 
vulnerable to cyberattacks due to lack of IIoT security at home. Fortunately, these risks 
can be alleviated with training and planning including password best practices, social 
engineering attack recognition, risks of public Wi-Fi and more. Additionally, employees 
shouldn’t only know how to safeguard against an attack. Companies should build a 
cyberattack response strategy so if a breach occurs it can be shut down quickly and the 
damage minimized. 
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